External Access to Tripler Network via Juniper SA-4000

TRIPLER REMOTE ACCESS INSTRUCTIONS —
JUNIPER VPN CAC (VENDORS)

1) Hardware/OS/Software Requirements:

a) Organization’s authorized computer

b) CAC Reader

c) Windows Server 2K3, Windows XP SP3, VISTA, Windows 7

d) ActiveClient v6.x (CAC Middleware)

e) Juniper Installer and NetConnect (Juniper SSL VPN software)
e Internet Explorer (IE) 7.0 or v8.0
e SSL300rTLS1.0
e 128 bit encryption or better

f) McAfee/Symantec (DoD approved Antivirus Program) — NO FIREWAL. L
e Signatures must not be older than 10 updates

2) Install Juniper Client:
a) Download and Install the Juniper Installer and NetConnect from:

e http://www.tamc.amedd.army.mil/juniper *Administrator privilege is required to install.

3) Register VeriSign class 3 Public Prima@ry Certifigate to IE:
a) Download and extract the VeriSign Public Primary. Certificate from
www.tamc.amedd.army.mil/juniper
b) Locate and select “VeriSign Class 3 Public Primary Certification Authority — G5.cer”
c) Install certificate and store certificate in the Trusted Root Certification Authorities folder.

4) Download DOD PKI RoobhCerts:

a) Download and install'all. DOD. PKI certificates (refer to detailed instructions found at
DISA’s website)
http://dodpki.c3pki.chamb.disa.mil/rootca.html
*ALL PKIeertificatesMUST be imported to the browser.
OR
https:/www.us.army.mil/suite/page/474113 (MUST have an active AKO account to
access).
o Select Downloads (DOD PKE Quick Links Left Frame)
e Scroll down to download InstallRoot for MS Windows.
e Download InstallRoot 3.13 for Windows

5) Reqister your CAC card PKI certificates to IE:

a) The ActivClient program auto-registers the certificates to Windows. If program failed,
go to Tools -> Advanced -> Make Certificates Available to Windows.
e *To validate certificates, launch IE. Go to Tools->Internet Options -> Content ->
Certificates - > Personal TAB. It should have 3 PKI certificates imported.
i.e

DOE.JANE.M.1234567890 DOD CA-20 9/30/2010
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DOE.JANE.M.1234567890 DOD EMAIL CA-20 9/30/2010
DOE.JANE.M.1234567890 DOD EMAIL CA-20 9/30/2010

e You must have all 3 certificates.
o All 3 certificates must all be on the same CA server.

All 3 certificates must be current.
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6) Update IE Trusted Sites (one time only):

a) Add https://SA.TRIPLER.amedd.army.mil as a trusted site.

Internet Options @E

General | Secunity | Privacy | Content | Connections | Programs | Advanced
Select a'web content zone to gpecify ity zecunty zethings.

¢ 0@

Interret Lacal intranet SR R Restricted
sites

Trusted sites
o This zone containg Web sites that you
truzt miot bo damage youwr compuber ar =
data. Mo sites are in thiz zone.
Securty level for this zone

Custom
Cuzham seftings.
- T change the settings, click Custom Level.
- To uge the recommended zettings, click Default Level

[ Cusztann Lewel. . ] [ Default Level l

I Ok H Cancel l

Enter https://SA.TRIPLER.amedd:army.mil

Trusted sites

o in this zone will use the zone's security settings.,

add this Web site to the zone:

Weh sites;

Require server verification (https:) For all sites in this zone

2

‘fou can add and remove \Web sites fram this zone. all Web sites

[ 0] 4 l [ Zancel
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7) Install JUNIPER VPN Certificate:
a) Install certificate from https://SA.TRIPLER.amedd.army.mil/cac
*You will get the popup below: Click “View Certificate”

Security Alert

Information pou exchange with thiz site cannot be viewed or
o changed by others. However, there is a problem with the site's
zecurnity certificate,

/By The security certificate was issued by a company you have
hot chosen bo trust, Wiew the certificate to determine whether
wou want bo st the certifying authority.

0 The gecunty certificate date iz valid.

o The zecurity certificate has a valid name matching the name
of the page you are tving bo wiew,

Do you want bo proceed?

[ Les l [ Mo ] | iew Certificate |

e Click “Install Certificate”

e C(lick “Next”
Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections. A certificate skore is the syskem area where
certificates are kept,

To continue, click Mext.

Next > |[ Cancel

e C(Click “Next”
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Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location for

{3} Aukomatically select the certificate store based on the bvpe of certificate;

() Place all certificates in the Following store

< Back ][ et = ][ Cancel

e C(Click “Finish”

Certificate Import Wizard

Wizard

wizard,

Certificate Store
Conkent

Completing the Certificate Import

‘fou have successfully completed the Certificate Innport

‘fou have specified the following settings:

Selected  Automatically determined by ¢
Certificate

< Back ” Finish ][ Cancel

e C(Click “Yes”
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Security Warning .

'j ‘You are abouk to install a certificate from a certification autharity (CAY claiming to represent:
L
tripler-sa.amedd. armey, mil

‘Windows cannot validake that the certificate is actually From “tripler-sa, amedd. army .mil", ¥ou should confirm its origin by contacting “tripler-sa.amedd. army.mil", The
Following number will assist vou in this process:

Thurnbprint (shal): E9S0F0EA 3E63024F S1FCEIEY CDZDFG1F IF4054AE

Warning:

If vou install this root certificate, \Windows will autanatically trust any certificate issued by this CA. Instaling a certificate with an unconfirrned thurbprint is a security
risk. If wou click "yes" vou acknowledge this risk,

Do you want ko install this certificate?

e Click “Yes”

Security Alert E

rir“l Infarmation you exchange with this zite cannat be viewed or
?. changed by athers. Howewver, there iz a problem with the site's
; zecurty certificate.

& The security certificate was izsued by a company you have
niok chozen to truzt, View the certificate to determine whether
you want to trust the certifying authority,

Q The security certificate date iz valid

Q The gecuity certificate haz a valid name matching the name
of the page pou are tying to view.

Do pou want to proceed?

L ] [ Ma ] | iew Certificats |

8) Connect to the TAMGC Network:

a. Launch IE‘anditype https://SA.TRIPLER.amedd.army.mil/cac in the address space.

b. Your system will'be placed in@Secure Virtual Workspace (SVW) environment and Host
Checkerwill validate your system. Choose yes to all prompts to load modules.
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C. If your system passes the Host Checker, you will be prompted for your CAC credentials.
Select your EMAIL certificate as indicated in the screenshot below.

Choose a digital certificate

Idenkification

' The Web site you wank ko view requests
. identification. Please choose a certificate.

MNarmne Issuer
DoE JoHRS THAR H DioD EMAIL CA-12
DOEJOHMATHAM ... DOD CA-1Z2

[ Mare Info... ] [Eiew CertiFicate...l

[ Ok ][ Cancel ]

d. Enter PIN

ActivCard Gold - Enter PIN

ok | Cancel |

\Wait forhall modules,to load..

€. After Network Connect has completed, you can launch Remote Desktop Connection and
enter the IP address or hostname of the server you support.

TIPs:
e Unable to connect?
o Ans: Your machine must be in Secure Virtual Workspace (SVW) to successfully
connect to Juniper. If you do NOT have the yellow/gold padlock shown at your
taskbar, then you are not connected to Juniper.

e Unable to login. Access Denied.
o Ans: Ensure you have entered your PIN# correctly.
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e | am prompted with username/password when trying to RDP to the server.
o Ans: Upgrade to Windows XP SP3.

e Host Checker keeps loading.
o Ans: Host Checker files are corrupted. Go to Add/Remove Programs from
Control Panel and uninstall Juniper Networks Host Checker.

o [NEW] I am prompted with “Please Wait...”’screen for the application to launch. It
either launches or nothing happens.
o Ans: This will require your local administrator to review the install.log and check
for the following sequence of entry:
2011/10/04 11:03:43.819 1 dsVerifyHelper.cpp:184 - 'DSVerifyHelper::verify()'
Enter: C:\DOCUME-1l\tester\LOCALS-1\Temp\JuniperSetupClientInstaller.exe
dsVerifyHelper.cpp:184 - 'DSVerifyHelper::verify()' WinVerifyTrust() failed,

800B010A

2011/10/04 14:58:04.833 1 dp59 - 'DSVerifyHelper::verify()' Enter:
C:\Documents

and Settings\tester\

Application Datal\Juniper Networks\Setup Client\JuniperSetupDLL.d11l
dsVerifyHelper.cpp:184

'DSVerifyHelper::verify()' WinVerifyTrust() failed, 8008010A

If the entry exists, user or.the admin will have to download or install the VeriSign
Class 3 Public Primary Certification Authority — G5, The certificate is available at
www.tamc.amedd.army.mil/duniper.

e [NEW] Unable to import VeriSign Certificate. ERROR: The import failed because the
store was read-only; the:store was full;.or the store did not open correctly.
o Ans: Requires:an administrator to complete the below instructions:
Launch. certmgr.msc
Locate and Right-click Trusted Root Certificate
All Tasks
Import Browse and select VeriSign Class 3 Public Primary Certification Authority - G5.cer
Next
Browse
Select Trusted Root Certification Authorities folder
*Show Physical Stores ~must be checked~
Select Local Computer
Ok
Next
Finish
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