External Access to Tripler Network via Juniper SA-4000
from BAS only (DOIM Network)

External Access to Tripler Network via Juniper SA from BAS
(Juniper Access with CAC to Multiple Apps)

Summary: The external user accesses the Juniper SA-4000 via SSL. The device is an SSL
VPN device that allows a connection to 4 specific Terminal Servers that provide the user
with several applications into the Tripler network listed below.
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Hardware/OS/Software Requirements:

a)
b)
c)
d)
e)

9)

GFE

CAC Reader

Windows Server 2K3, Windows XP SP3, VISTA, Windows 7
ActiveClient v6.x (CAC Middleware)

Juniper Installer and NetConnect (Juniper SSL VPN software)
o Internet Explorer (IE) v8.0

e SSL300rTLS1.0

e 128 bit encryption or better

McAfee/Symantec (DoD approved Antivirus Program) — NO FIREWALL
e Signatures must not be older than 10 updates

e MUST be complete a FULL AV scan.

On Schofield or Ft Shafter network.

Install Juniper Client:

a)

Download and Install the Juniper Installer and NetConnect from:

e http://www.tamc.amedd.army.mil/juniper *Administrator privilege is required to
install.

Register VeriSign class 3 Public Primary Certificate to |E:

a)
b)

c)

Download and extract the VeriSign Public Primary Certificate from
www.tamc.amedd.army.mil/juniper

Locate and select “VeriSign Class 3 Public Primary Certification Authority —
G5.cer”

Install certificate and store certificate in the Trusted Root Certification Authorities
folder.

Update IE Trusted Sites (one time only):

a)

Add https://SA.TRIPLER.amedd.army.mil as a trusted site.
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Internet Options @@

General | Secunity | Privacy | Content | Connections | Programs | &dvanced
Select aweb content zone to gpecify ity securty settings.

¢ 0@

Interret Lacal intranet SR R Restricted
zites

Trusted sites
o This zone containg Web sites that you
truzt miot bo damage your computer or =
data. Mo sites are in this zone.
Securty level for thiz zone

Custom
Cuztom settings.
- Ta change the settings, click Custom Level.
- To uze the recommended zettings, click Default Level

[ Cugtom Lewel . ] [ Default Level ]

I Ok ][ Cancel l

e Enter https://SA.TRIPLER.amedd.army.mil

Trusted sites @@

o ‘fou can add and remove Web sites from this zone, all Web sites

in this zone will use the zone's security settings.

Add this Web site to the zone:

Web sites:

Require server verification (https: ) For all sites in this zone

[ Ok, l [ Cancel
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5) Install JUNIPER VPN Certificate:
a) Install certificate from https://SA.TRIPLER.amedd.army.mil/BAS
*You will get the popup below: Click “View Certificate”

Security Alert

Infarmation you exchange with this site cannaot be viewed or
i changed by others. However, there iz a problem with the site's
zecunity certificate.

& The security certificate wasz izsued by a company you have
not chosen to trust. Wiew the certificate to determine whether
you vaant ko kgt the certifwing authority,

o The zecurity certificate date iz valid.

The security certificate haz a valid name matching the name
of the page you are tiving bo wiew,

Do you want bo proceed?

[ o= Mo | | iew Cerilicate |

e Click “Install Certificate”

e (Click “Next”

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate stare.

A certificate, which is issuad by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections. A& certificate skare is the syskem area where
certificates are kept.

Ta continue, click Nesxt,

Next = |[ Cancel

e C(lick “Next”
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Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location for

(%)iwtomatically select the certificate skore based on the bvpe of certificate!

() Place all certificates in the Following store

< Back ][ et = ][ Cancel

e C(Click “Finish”

Certificate Import Wizard

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Innport
wizard,
‘fou have specified the following settings:

Certificate Store Selected  Automatically determined by t
Conkent Certificate

< Back ” Finish ][ Cancel

e C(lick “Yes”
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Security Warning .

'j ‘You are abouk to install a certificate from a certification autharity (CAY claiming to represent:
L
tripler-sa.amedd. armey, mil

‘Windows cannot validake that the certificate is actually From “tripler-sa, amedd. army .mil", ¥ou should confirm its origin by contacting “tripler-sa.amedd. army.mil", The
Following number will assist vou in this process:

Thurnbprint (shal): E9S0F0EA 3E63024F S1FCEIEY CDZDFG1F IF4054AE

Warning:

If vou install this root certificate, \Windows will autanatically trust any certificate issued by this CA. Instaling a certificate with an unconfirrned thurbprint is a security
risk. If wou click "yes" vou acknowledge this risk,

Do you want ko install this certificate?

e Click “Yes”

Security Alert E

rir“l Infarmation you exchange with this zite cannat be viewed or
?. changed by athers. Howewver, there iz a problem with the site's
; zecurty certificate.

& The security certificate was izsued by a company you have
niok chozen to truzt, View the certificate to determine whether
you want to trust the certifying authority,

Q The security certificate date iz valid

The gecuity certificate haz a valid name matching the name
of the page pou are tying to view.

Do pou want to proceed?

Les ] [ Mo ] | Wiew Certificate |

6) Connect to the TAMC Network:

a. Launch IE and type https://SA.TRIPLER.amedd.army.mil/BAS in the address space.
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Appendix A (Connecting to a Terminal Server)

1. Goto

a. Windows Start Button
b. All Programs

c. Accessories

d. Communications

e.

Remote Desktop Connection “CLICK”

2. Enter the name of YOUR Terminal Server ( Where it says “Terminal Server: Terminal Server
Name”)
clinical.tamc.amedd.army.mil

NOTE: SOME locations require that you input the IP ADDRESS:
204.208.127.133

#% Remote Desktop Connection [ZII@[‘S__(I

Remote Desktop
Connection

Computer: | clinical tamec, amedd. army. mil w |

| El:lgnect |[ Cloze ] [ Help ] [ Optiong »»

3. Click “Connect”
4. Click “OK” on the warning banner

%8 amedb9tamc04 - Remote Desktop

UNITED STATES DEPARTMENT OF DEFENSE WARNING STATEMENT

ATTEMTION! Thig is a DOD computer spstem. Before processing clagsified
information,check the securty accreditation level of this system. Do not process,
store, or branzmit information classified sbove the accreditation level of this
system. Thiz computer spstem.including all related equipment, networks and
network devices (includes intermet access) are provided only for authorized LS
Government uze, DOD computer spstems may be montiored for all lawful
purposes, including ta ensure that their use iz authorized for management of the
aystem, to facilitate protection against unauthorized access.and to verify security
procedures, survivabiliity, and operational secuity. Monitoring includes, but iz not
limited to, active attacks by autharized DOD entities to test or verify the

security of this system. During monitaring.infarmation may be examined.
recorded, copied, and used for authonized purposes. All information, including
personal infarmatin,placed on or sent aver this system may be manitored. Use
of thiz DOD computer system, autharized or unauthorized constitutes cansent to
manitoring. Unauthorized use of thiz DOD computer system may subject you to
criminal progecution. Evidence of unauthonized use collected during monitaring
may be used for administiative, criminal, or other adverse action. Use of this
system constitutes congent to monitoring for all lawiul purposes.
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5. Enter PIN

2 amedb9tamc04 - Remote Desktop IZIIEIFXI
-~

Log On to Windows

/ 7 WindowsSe
F Enterprise Edition _

Capyright @ 1885-2003 Misrasall Carparation

Cancel Shidt Do Options <<

| €

6. Click “OK”

7. Wait a little bit and you should get a desktop with all applicable applications.

92 AMEDB9TAMCVM301 - Remote Desktop
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